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transactions and its smart integration in an industrial setting may
be the competitive advantage even when the core competence is
outside the ICT field. As a result, the revenues of a firm depend
directly on several complex software-based systems.

ABSTRACT
The 7th edition of the SESS workshop aims at providing a venue
for software engineers and security researchers to exchange ideas
and techniques. In fact, software is at core of most of the business
transactions and its smart integration in an industrial setting may
be the competitive advantage even when the core competence is
outside the ICT field. As a result, the revenues of a firm depend
directly on several complex software-based systems. Thus,
stakeholders and users should be able to trust these systems to
provide data and elaborations with a degree of confidentiality,
integrity, and availability compatible with their needs. Moreover,
the pervasiveness of software products in the creation of critical
infrastructures has raised the value of trustworthiness and new
efforts should be dedicated to achieve it. However, nowadays
almost every application has some kind of security requirement
even if its use is not to be considered critical.

Thus, stakeholders and users should be able to trust these systems
to provide data and elaborations with a degree of confidentiality,
integrity, and availability compatible with their needs and
software engineers have to be familiar with the risks their design
choices pose. All in all almost every application has today some
kind of security requirement even if its use is not to be considered
critical.
Moreover, the pervasiveness of software products in the creation
of critical infrastructures has raised the value of trustworthiness
and new efforts should be dedicated to achieve it.
The cases in which no one has the complete control on all the
components are increasingly common and relevant: for example,
"Mashup" applications pose several new security challenges since
the designers could be partially unaware of the information
exchanges that the users introduce into the system logic.

Categories and Subject Descriptors
D.2 [Software Engineering]; D.4.6., K.6.5. K.4 Security and
Protection; Privacy, Regulation

Security concerns should be taken into account as early as
possible, and not added to systems as an after-thought: this is
extremely expensive and it may compromise the design integrity
in critical ways. Security features such as cryptographic protocols
and tamper resistant hardware cannot be simply added on to
transform an insecure product to a secure one. Security solutions
and patterns are hard to reuse in different contexts, they crosscut
all the system components and a single vulnerability alone might
compromise the trustworthiness of the whole system. Thus, not
surprisingly, several security holes are recurrent, notwithstanding
the experience accumulated by security research in the last
decades. Software engineers and practitioners should assimilate
basic security techniques and discover new techniques for
integrating them in the current practice, while understanding
associated costs and benefits. Several well-established software
engineering disciplines such as verification, testing, program
analysis, process support, configuration management, requirement
engineering, etc. could contribute to improving security solutions
that sometimes lack a coherent methodological approach. Or, as it
is the case of security standards proposed by the Common Criteria
[2] or BS7799 [1], present challenges that prevent integration with
mainstream software engineering practice. Moreover, applications
are increasingly deployed in unanticipated environments and even
the "attack surface" of an application can be difficult to assess at
design time, for example in the now popular case of virtual
hosting in which guest applications share physical resources that
might open unwanted communication channels..

General Terms
Design, Security, Languages, Theory, Verification.

Keywords
Software Engineering, Information Security, Secure Systems.

1. WORKSHOP THEME – Soft and Secure
Nowadays software systems are as flexible as ever: they adapt
themselves to the context of operation and their evolving
environments. Nevertheless, they should always operate in a
secure manner by preserving privacy and trust among the
involved parties, even if the dynamic and decentralized nature of
these systems poses several challenges in order to protect the
exchange of data or services and guarantee the fairness of the
system as a whole. Software is at core of most of the business
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2. WORKSHOP OUTLINE
This year the program committee selected four regular and four
position papers to be presented at the workshop. The issues
addressed were very diverse, another demonstration of how
security cross-cuts all the activities of modern software
engineering practice.

•
•
•
•
•

The topics of the papers increasingly focus on model-driven
security engineering approaches that concern from the beginning
of system conception: transformation of security concerns in
requirements engineering phase to design phase [6];
comprehensive security conceptual meta-model [8]; languages for
software certification in the complex systems of systems context
[4]; or even more towards system implementation: use of least
privileges technique to check the violation in a large scale system
[5]; the vulnerability prediction models using execution
complexity metrics [3]; ideas proposed to allow end users to
safely execute new software of uncertain provenance [9].
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